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Internet Safety: Tweens

Tweens

Hello. My name is (name of first presenter). This is (name
of second presenter, third presenter, etc.). We are from
(name of your school or organization), and we are here to
talk to you about Internet safety.

Version 8.0

(Note: The first presenter introduces himself or herself and
the other presenters.)

We’re going to start off by asking you about some of the
things that you do online. Raise your hand if you
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Your
Online
Life

•
•
•
•
•
•

Use Google for homework or to look up things
you’re interested in
Text your friends
Play games online or with a Nintendo DS or a PSP
Visit virtual worlds like Club Penguin or Habbo
Download music
Or watch videos on YouTube

And these are just a few of the cool things that you can do
online.
(Note: Virtual characters are from Neopets, WebKinz, Club
Penguin, and Habbo.)
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Responsible Choices

And while we can probably all agree that being online is a
lot of fun, there are also some risks. Sometimes kids make
decisions online that get them into trouble. And
sometimes there are people online that try to trick kids or
make them feel bad. This can really ruin your time online.
That is why it’s important for kids to know how to make
responsible online choices.
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Whether you’re IMing with friends, gaming, or visiting a
virtual world, making responsible online choices will help
keep you safer. This means making choices like:
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He is so stoopid!

DON’T
SEND?

SEND?

•
•
•

Deciding not to send mean text messages
Thinking carefully about what kind of pictures are
OK to post
And, choosing not to talk to people that you don’t
know about adult things

Deciding to do these things just once might not get you
into trouble, but if you keep on doing them, you could put
yourself at risk.1
Citation
1
Wolak J, Finkelhor D, Mitchell K, Ybarra M. Online Predators and Their Victims: Myths,
Realities, and Implications for Prevention and Treatment. American Psychologist, 2008;
63:111-128.
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Passwords
Schedule

How Much Is Too Much?

Address

School

Home/Cell phone number
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You can avoid these risks by doing things like being smart
about what information you share through online
comments and profiles. Before you post anything think,
how much is too much information? Should you share
your phone number? Your address? Your passwords?
These things can let people know about you or talk to you,
so you should be careful about who you tell them to.

In this video, you’ll see Tad try to control what people
know about him through his social networking profile.
(Click to show video.)
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(Video plays.)
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As you saw, Tad was trying to clean up his profile. Raise
your hand if you have a profile on a social networking site
like Facebook or MySpace or with virtual worlds like Club
Penguin or Habbo.
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Profile

These sites give you the opportunity to share a lot of
information about yourself. For example, you may have a
screenname like this guy, “Sk8tr_dude.” This is a good
screenname because it doesn’t use rude words or mention
anything inappropriate. That means you wouldn’t get you
in trouble with your parents or teachers.
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- My status, photos, and posts
- Family and relationships
Friends Only

- Photos and videos I’m tagged in
- Birthday
- Permission to comment on your posts
- Contact information
Share a tagged post with friends of the friend I tag

Privacy
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Friends
579 “friends”?

But a screenname is not the only way to share information
about yourself online. Sites like MySpace and Facebook
may ask you to share things like your birthday, your
address, and pictures and video of you and your friends.
It’s not bad to share this information, but you don’t want
to share it with everybody.
That’s where privacy settings come in. You can use the
privacy settings on instant message and e-mail programs,
virtual worlds, and social networking sites to keep
unknown people from seeing your page or contacting you.
Even some online games have these settings to help you
control who sees information about you. Another way to
control who can see information about you is to be smart
when creating your friends list.

A friends list is a list of contacts. You might have one on
your social networking page or in your cell phone. These
people can see what you post, and if you send a text
message to everyone in your cell phone, they’d get one
too.
You should think carefully before accepting friend
requests. Ask yourself, do I want these people to be able
to see my comments and pictures? Remember, once you
give people access to your profile or cell phone, it might
be hard to get rid of them. So be careful and don’t add
anyone you don’t know in real life.
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Say What?
i h8 my
teacher!

Tweens

You should also be careful about what you say online. The
comments you make or the texts you send might be seen
by more people than you think. For example, if you send
your friend a text like, “The teacher’s breath stinks!” your
friend might think it was funny. But what about your
teacher or your principal? If they saw it, you’d probably
get in trouble. Or if you decided to forward the message to
everyone in your cell phone contact list---you may have
family members like your mom and dad on that list. Would
they think the text was funny?
(Add your own story: Are there any local stories of
someone getting in trouble for posting rude comments
online? Do some research and think about adding that
story here. Remember not to mention any names if it
happened to someone that you or people in your audience
might know.)

Comments aren’t the only things you have to be careful
about posting. Pictures and videos that are revealing or
show something inappropriate can get you into trouble
too. Let’s see what happens to this girl who posts too
much.
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(Click to show video.)
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(Video plays.)
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As you saw, it’s not just what you share, but who you
share it with. Sarah thought that only these people could
see her pictures, but actually (Click) ALL of these people
could see them, like a coach, a teacher, and maybe even
an online predator.

ONLINE
PREDATOR?

TEACHER

COACH
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Online predators are people who try to meet kids offline
to harm them. Maybe you’re picturing someone like this,
but what if he looked like this?
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(Click.)
Even though this guy looks young, he’s over 18. That
means he shouldn’t date someone your age. So don’t just
go by how someone looks in their online pictures, go by
what they do. Look for red flags, like if they ask you to
send an inappropriate picture or to meet offline.

She’s With Him?
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A Predator Might Try To:
Send gifts through the mail like bus tickets,
cell phones, or webcams
Turn you against family and friends
Talk about adult topics or share revealing pictures
Make you feel guilty or ashamed

When predators try to get you to trust them, it’s called
“grooming.” It looks a lot like how a boyfriend or girlfriend
might try to impress you. A predator who is trying to
groom you might:
•
•
•
•

Send gifts through the mail like bus tickets, cell
phones, or webcams
Turn you against family and friends
Talk about adult topics or share revealing pictures
Or make you feel guilty or ashamed

Predators will pretend to love or care about you; but it’s a
trick. What they really want to do is take advantage of you,
get you to do inappropriate things like sending revealing
pictures, or get you to meet offline. If anything I’ve
described sounds familiar to you, you need to tell a
trusted adult right away.
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Don’t meet

Tell

Block
Don’t accept

Predators focus their attention on kids who respond to
them, so you have to be careful about who you talk to
when you’re online. Here are some responsible choices
that you can make if someone makes you feel
uncomfortable while you’re online. You can:
•
•
•
•

Block them
Not accept them as a friend
Not agree to meet them offline
And, tell your trusted adult
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CyberTipline

®

Anyone sending you obscene photos or videos
Anyone talking to you about inappropriate things
Anyone asking you to meet offline

REPORT

www.cybertipline.com
1-800-THE-LOST®

Tweens

If someone makes you feel uncomfortable online, report it
to the National Center for Missing & Exploited Children’s
CyberTipline. Report:
•
•
•

Anyone sending you obscene photos or videos
Anyone talking to you about inappropriate things
And, anyone asking you to meet offline

Even if you think that these things wouldn’t bother you,
it’s important to report them and not just ignore them.
That way, you can stop it from happening to someone
else, maybe even someone close to you. When you choose
to report, you’re standing up for yourself and making sure
no one else becomes a victim.
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BULLYING
TECHNOLOGY

CYBERBULLYING
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Now that we’ve talked about how to deal with online
predators, let’s talk about how to deal with another online
threat—cyberbullies. Have any of you ever heard of
cyberbullying? Cyberbullying is exactly what it sounds
like—the combination of bullying and technology. It can be
someone sending mean text messages all night long or
posting fight videos on YouTube.

Sometimes kids who are bullied are afraid to stand up for
themselves and need a little help. As you watch this next
video, imagine how differently this situation would have
played out if someone had reported the bullying.
(Click to show video.)
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(Video plays.)
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JOIN IN?

LAUGH?

IGNORE?

REPORT?

did u c wat happened
in the cafeteria???!!!
hahah
ur so stupid

Tweens

Have any of you heard of e-mails or text messages like this
going around your school?
(Add your own story: If a rumor has been spread around
your school through e-mail or text messages or social
networking sites, you might want to share that story here.
Remember not to mention any names!)
When a mean message goes around your school, you have
to make a choice about how to respond. You can laugh at
the messages or ignore them. Ignoring them might seem
like a good idea. It keeps you out of trouble, and you really
aren’t doing anything mean. But you have a fourth option;
you can report it. Reporting can be hard, because no one
wants to be a tattletale. But think about how you would
feel if the message was about you. Don’t stand by and do
nothing, because then things will get worse.
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If You Are Being Cyberbullied:
DON’T RESPOND
BLOCK OR BAN THE BULLY
SAVE THE EVIDENCE
SET UP NEW ACCOUNTS
TELL AN ADULT YOU TRUST
REPORT

So if you are being cyberbullied or you know someone
who is being cyberbullied, what should you do?
•
•
•
•
•
•

First, don’t respond to the messages
Then, block or ban the bully
Save the evidence
Set up new accounts
Tell an adult you trust
And, report it to the website

A lot of sites, like YouTube and Facebook, have safety
pages with advice about handling bullies. Be sure to check
these pages on the sites you’re using.
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Remember, you can help keep yourself and your friends
safer on the Internet by making responsible online
choices. Think before posting comments or images.
Choose to report cyberbullying instead of being a part of
it. And if anyone makes you uncomfortable online, tell a
trusted adult. You don’t have to let the bad behavior of a
few ruin your time online.

8

Copyright © 2012 National Center for Missing & Exploited Children. All rights reserved.

Teens

TWEENS PRESENTATION

Tweens

Thank you for listening to our presentation.
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(Reminder: If you have handouts for your audience, hand
them out now.)
Thank You!
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NetSmartz Workshop would like to extend our gratitude
to the following organizations for allowing their mention
or the mention of their products in this presentation:

America Online®
Apple Inc.®
Disney®
Facebook®
Google®
Habbo®

Microsoft®
MySpace®
Neopets®
Nickelodeon®
RuneScape®

Second Life®
WebKinz®
Yahoo!®
YouTube®

And finally, we would like to recognize the Walmart Foundation,
whose generous support made this resource possible. Together,
we are making strides to help keep children safer online.
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